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Disclaimer

The Content, Demonstration, Source Code and Programs presented here is "AS IS" without
any warranty or conditions of any kind. Also the views/ideas/knowledge expressed here are

solely of the trainer’s only and nothing to do with the company or the organization in which
the trainer 1s currently working.

However in no circumstances neither the Trainer nor SecurityXploded is responsible for any
damage or loss caused due to use or misuse of the information presented here.
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Advanced Malware Analysis Training

This presentation is part of our Advanced Malware Analysis Training program. Currently it

1s delivered only during our local meets for FREE of cost.

For complete details of this course, visit our Security Training pag/

www.SecurityXploded.com




Who Are We?

Nagareshwar
»  Founder of SecurityXploded
= Reversing, Malware Analysis, Crypto, Secure Coding

= Twitter: @tnagareshwar

Monnappa
= [nfo Security Investigator (@ Cisco

=  Member of SecurityXploded (SX)

= Reverse Engineering, Malware Analysis, Memory Forensics /
=  Twitter: @monnappa2?2
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Part 1

The Trailer

(by Nagareshwar)
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What is Virus/Malware/Worm ?

= Malware: Software written for malicious purposes
- destroy data, steal money, annoy users

= Virus: Malware which requires human intervention to spread
- require user to click on the exe, open a document or visit a website

=  Worm: Malware which can spread automatically
- automatically infect other systems in the network
- spreads through plug & play devices
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Symptoms of Infection

Unusual Behaviour in Applications

System Slowdown

(Suddenly) Laptop Getting Heated Heavily

Password Change/Reset Emails for your Bank or Online Accounts

Surprise Financial Transactions on your Credit Cards ©
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Agent in Action

Full Anti-virus Scan (manual)
- detect known malwares if any

Rootkit Scan

- GMER, SpyDLLRemover (helps in removal of malware DLLs)
Scan the Infected or Suspicious file with VirusTotal

- Get the name of virus/malware family

- Use VirusTotal Scanner Tool for quick scan
Check with AV sites like McAfee, Symantec for the detected Malware

- to understand infection details or for any removal steps
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Agent in Action (contd)

= BHO Scan (System Slowdown)
- Run SpyBHORemover and disable unusable BHOs

= Delete Locked/Hidden/Protected Malware Files

- Use GMER to delete Hidden Files/Registry Keys

- Boot with BackTrack, mount your drives and delete the files/registry keys

= Change Passwords of Bank & other important accounts

- Facebook, Google, Twitter, PayPal etc.
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H GMER 1.0.15.14827
Rootkit/k alware I >35> |

Type I Name | Walue l ¥ System
Code 85F3EDDS ZwEnumerateKey

Code S54AE 4558 ZwFlushlnstructionCache

Code 85B1083E lofCallDriver

Code 86148B1E lofCompleteRequest

text ntkrnlpa.exellofCallDriver S04EEEBS 5 Bytes JMP 85B10843
text ntkrnlpa.exellofCompleteRequest S04EEF48 5 Bytes JMP 86148B23
PAGE  ntkmnlpa.exelZwFlushlnstructionCache S05B51CE 5 Bytes JMP S8AE455C
PAGE  ntkinlpa.exelZwE numerateKey 80622888 5 Bytes JMP 85FSEDDC
text D:AWINDODWSASystem32hmsiexec.exe[1660] msvert.dlll__p_ winver + 21 77C1F2B7 1 Byte [ED)

Module ‘systemrootisystem32\driverstUACd. sys [*** hidden *** ) ASB74000-49B85000 (E9632 bytes)
Library  D:AWINDOWSAsystem32hdILdll [ hidden ** ] @& D:AWINDOWS\System32\msiexec.exe [1660] 0x10000000

Service D:ANWINDOWS\system32\drivers\UACmdivitng. sys [*** hidden *** ) [SYSTEM] UACd.sys

File D:\Documents and Settingshprzemek\Local Settingsh\Temp\UACSdef.tmp 102400 bytes executable

File D:\Documents and SettingshprzemekiLocal SettingshTempiUACSe2e. tmp 343040 bytes executable

File D:\Documents and Settingshprzemek\Local SettingshTemp\UACa09f . tmp 131072 bytes executable

File D AWINDOWS \system32hdrivers\UACmdivitng. sys 57344 bytes executable

File D:NWINDOWShsystem325UACynmsbpxx.dil 31232 bytes executable

Sections
IAT/EAT
Devices
Modules
Processes
Threads
Libraries
Services

Reaqistry

CURCURCURCURCUICUICURUR U

WARNING 1!

GMER has Found system modification caused by ROOTKIT activity.
I Show all

Copy |
Save ... l

Cancel I




* SpyDLLRemover

o SrylDirRemoven

Spyware DLL Analysis and Removal Tool v‘“ f

@ Spy Scanner | (£ Process Viewer DLL Tracer Threat Levels: [l Dangerous | Suspicious | Need Analysis a

-

Process Name SessionID  ThreatInfor... ~  Company Description Memory  FileSize Date File Path

O chrome.exe Google Inc. Google Chrome 24,036 K 955K 14-09-2010 C:\Documents and Settings\AdministratoriLocal Settings\Application D.
@chrome.exe Google Inc. Google Chrome 3,036 K 955K 14-09-2010 C:\Documents and s iLocal as\Application D:
Microsoft Corporation  Windows Command Pr... 116K 379K 04 4 C md.exe
Microsoft Corporation  Windows Command Pr... 148K 379K 04-08-2004 \WINDOWS!system32icmd. exe
Microsoft Corporation n 04-08-2004
csrss.exe 640 o Microsoft Corporation  Client Server Runtime... 884K 6K 04-08-2004 AWINDOWS!system32\csrss.exe
FDbaview.exe Sysinternals Debugtiew 1,232K 450K 30-08-2010 C:\Documents and Settings\Administrator|Desktop|Dbgview.exe
'd explorer.exe Microsoft Corporation  Windows Explorer 14,256 K 1,008K 04-08-2004 C:AWINDOWS\explorer.exe
oieprve.exe Microsoft Corporation  Internet Explorer 29,564 K 91K 27-06-2010 C:\Program Files\Internet Explorer\IEXPLORE.EXE
T lsass.exe Microsoft Corporation  LSA Shell (Export Vers... 1,272K 13K 04-08-2004 C:AWINDC exi
B msmsgs.exe Microsoft Corporation  Windows Messenger 1,660K  1,628K 27-06-2010 C:\Program Fil
9 mspaint.exe Microsoft Corporation  Paint 1,684 K 335K 27-06-2010  C:\WINDO
[ notepad.exe Microsoft Corporation  Notepad 376K 67K CHAWINDO!
Q orbitdm, exe Orbitdownloader.com  Orbit Downloader 566K 1,767K 01-10-2010  C:\Program Files\Orbitdownloader\orbitdm.exe
ﬁ regedit.exe Microsoft Corporation  Registry Editor 336K 143K 04-08-2004 C:\WINDOWS\regedit.exe
7 services.exe Microsoft Corporation  Services and Controll... 2,972K 105K 04-08-2004  C:AWINDC ices.exe
T smss.exe Microsoft Corporation  Windows NT Session ... 344K 49K 04-08-2004 C:AWINDOWS\system32\smss.exe
= spoolsv.exe Microsoft Corporation  Spooler SubSystem App 2,772K S6K 04-08-2004  C:AWINDOWS|system32\spoolsv.exe
T svchost.exe Microsoft Corporation  Generic Host Pracess ... 4,072K 14K CHAWINDO! host.exe
T svchost.exe Microsoft Corporation ~ Generic Host Process ... 1,496 K 14K C:AWINDO! host.exe
= svchost.exe Microsoft Corporation ~ Generic Host Process ... 4,056 K 14K 04 iy chost.exe

<)

>

DLL Name -+ Company Description Comment Load Count  Load Type  File Size  Version Date Base Address  Entry Point  File Path A

Microsoft Corp... Windows Com... 1 Dynamic 1,809K 5.1.2.. 04-08-2004 0x6f880000  OxéfsaSela  C:A\WINDOWS|AppPatchiAcGenral.di

Microsoft Corp...  Advanced Win... 26 Dynamic 04-08-2004 0x77dd0000  0x77dd70d4  C:AWINDOWSsystem32\advapiaz.di

Microsoft Corp...  Application Co... 1 Dynanic 04-08-2004 0x77b40000  0x77b41c13  C:\WINDOWS|system32\apphelp.di

Microsoft Corp...  Common Contr... 1 Dynanic 04-08-2004 CHWINDO di

Microsoft Corp... User Experien... 1 Dynamic 28-06-2010  0x773d0000  0x773d42b3  C:\WINDOWS\WinSxSix86_Microsoft.Windows. Common-Controls_6595b64144ccf1df_6.0.2600.2180_x-ww_ag4f1Ff3\cometiz2.dl

Microsoft Corp...  GDI Client DLL -1 Static 04-08-2004  0x77F10000  0x77F163ca  C:AWINDOWSisystem32\gdiaz.di

Microsoft Corp... Windows NTB... -1 Static 04-08-2004  0x7c800000  0x7c80b436  C:AWINDOWS|system32ikernels2.di

Microsoft Corp...  Microsoft ACH... 1 Dynamic 04-08-2004 0x77be0000  0x77be1292  C:AWINDOWSisystem32imsacm32.di

Microsoft Corp... Windows NT C... -1 Static 04-08-2004 0x77c10000  Ox77cif2al  C:\WINDOWSisystem32imsvert.dl v

| o
i | Aretiosh | “gPocessinio| &1 KiPocess | [g et |

d o

[k U Check Ol




D VirusTotalScanner - www.SecurityXploded.comﬁ

C:\Users\Administrator \Desktop\gmer.exe
ff72056739c31e4cc920fbdff4f9a8e5

€e723717c56b2231ea7843f5408225b07a997b466584d38d278db5e 7cf2c2eb0

Mvirustotal

SHA256: ce723717c56b2231ea7843f5408225b072997b466584d38d278db5e7cf2c2eb0

File name: 3jzq15nl.exe
Detection ratio:  1/42

Analysis date: 2012-06-24 13:43:27 UTC ( 3 hours, 3 minutes ago )
More details

Antivirus

AhnLab-V3

AntiVir
D —




Groove GFS Browser H...  No Threats found
gomee Document Cache... No Threats found

Javaltm) Phugin 2SSV ... No Threats found

Microsoft Corpor...  Microsoft Offic...

e .

—
Microsoft Corpc
| Check for Threats Online

Show File in Explorer

{72853161-30C5-4D22...

1464-4C02-44B

»

VirusTotal

/ - ] ra ' B . W N~
-4‘3‘;,3}'5 "74’}’!'#{7:
= ~ - -
. Advonced Spv BHO Eyxyplorer & Eliminator
www.SecurityXploded.com About
Compary Product BHO File Path
Vanquish DLL {D0A17037-7D0841C...  c\windows\vanquish.
No Threats found Orbitdownioader...  Orbitcth {00012384-9842-4300... c\program files (x85/\orbitdownloader\orbitcth.di
Adobe PDF Link Helper  No Threats found Adobe Systems |...  ActolEHelper... {18DFOBIC-EGAD-428...  c:\program files (xBE}\commen files\adobe\acrobat\activex\actoiehelpershim. .

c:\program files (x86f\microsoft office\office] 4\giooveex.dil
c:\program files (x86)\common files\microzoft shared\windows ive\windowst

&8 214959 e\nnaram files (x85)\miciosoft office\office 4\urlredir.dl

ThreatExpert

Removed BHO List:
BHO Name
RealPlayer Download a...

@ Mchlee Siteddvisor BHO

Trilkan Toolbar
SmanSelect Class

Refresh

Adobe POF Conversion ..

1 v "~ Check Onine (Righ click here)

Company

RealPlayer

Adobe Systems Inco...
Mchfee, Inc.

Azk

Adobe Systems Inco...

__Qouaueam

Product

Adobe PDF Toolbar ...

Mcafes Skeddvisor
Toolbar

Adobe PDF Toolbar ...

| Thieat Levels: WMl Dangerous | Suspicious | Need Analysis. rdﬁ
=~ i

Jump to Registry

File Properties

BHO CLSID
{3043C3E9-8461-4BC5-8870-4C09146...

{AE7CD045-E861-4841-8273-0445EE16...
{B164E929.A1B6-4406-8104-2C00ES0...
{D4027C7F-1544-4086-A1AD-4243D81...
{F4971EE7-DAA0-4053-9964-665DBEE ..

ProcessLibrary

BHO File Path
c:\programdata\real\realplayer\browsernecordplugn\ie\rpbiowsenecardplugin.di
c:\program files (x86)\common files\adobe\acrobat\activex\acroiefavcient dil
c:\program files (x86)\mcalee\siteadvisor\mcieplg.di

c:\program files (x86)\ask com\genericasktoolbar.dll

c:\program files (x86)\common files\adobe\acrobat\activex'acroiefavcient.dil




@Symantec. | Enterprise 1) United States | = Shopping v

Security Response v
# Security Response Backdoor.Tidserv

Backdoor.Tidserv

Risk Level 2: Low

S m SOV

Download Removal Tool | Printer Friendly Page[7] | Rate This Page @]

Discovered: September 18, 2008

Updated: November 9, 2012 11:40:02 AM

Also Known As: Backdoor:'W32/TDSS [F-Secure], BKDR_TDSS [Trend], Win32/Alureon [Microsoft], Trojan-
Dropper.Win32.TDSS [Kaspersky]. Packed. Win32. TDSS [Kaspersky],

Type: Trojan

Systems Affected: Windows 2000, Windows NT, Windows Server 2003, Windows Vista, Windows XP

1. Prevention and avoidance

1.1 User behavior and precautions
1.2 Patch operating system and software
1.3 Address blocking

2. Infection method

2.1 Forums and blogs

2.2 Hacked websites

2.3 File sharing, cracks, and warez
2.4 Affiliate schemes

3. Functionality

3.1. System modifications

3.2. Network activity

3.3. Rootkit functionality

4. Additional information




L.ast Resort

In case of full system or widespread infections,

= System Restore to ‘Right Restore Point’

- look at the dates of infected files and it should give you right date to restore from

» Format and Re-install OS

- clean-up other drives if necessary

= Scan other systems/devices in your Network

- Your laptops, office systems or friends system may be infected as well
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Anti-Malware Tips

Never Trust your AntiVirus for Full Protection

- It cannot detect advanced virus especially rootkit oriented ones,

- Smart virus can disable AV auto protection silently giving you false sense of security

Always Scan any EXE with VirusTotal
- scan files downloaded from Internet and even files sent by close friends
- Use VirusTotal Scanner for quick scan

Disable AutoRun
- most malwares use this mechanism spread very effectively
- prevent getting infected through USB stick and stop it from spreading
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Anti-Malware Tips (contd)

Keep tab on your Startup programs
- Use HijackThis or AutoRuns from SysInternals

Monitor Worms coming through Network
- Use NetShareMonitor

Backup your Critical Files Periodically
- One who Laughs last is the one who had the backup :)
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Part 11

The Real Show

(by Monnappa)




Contents of Part 2

Detection and Removal
Persistent Mechanism
Demo 1

Demo 2

Demo 3

Demo 4
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Detection and Removal

1) Isolate the system from the rest of the network

2) Look for suspicious file, process, network and registry values
3) Identify the file generating the suspicious activity

4) Isolate the suspicious file

5) verify if the file is malicious

6) Identify the persistence mechanism

7) Break its persistence mechanism

8) Delete the malicious files from the system

9) monitor for suspicious activities (repeat step 2 to step 8)
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Persistent mechanism

Below are some of the persistent mechanism used by malware:
1) Run Registry key

2) Appinit DLL’s

3) WinLogon Notify

4) Runs as Service

5) Service DLL

6) BHO
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Suspicious Network Activity

Packet capture shows suspicious activity from 192.168.1.100

Wireshark 1.6.5 (SVN Rev Unknown from unknown

File Edit View Go Capture Al Statistics Telephony Tools Internals Help

Bl ol ol & . % TN o Nrm IS AN A e | [ I > O o Y W N ~ 18 P T QO
Filter: ["+ | Expression...
No. Time Source Destination Protocol Length Info
7 ©.021159 192.168.1.100 XL 2O RE2T XTI HTTP 300 POST /statl.php HTTP/1.©
8 0.021190 217.20.112.172 192.168.1.100 TCP 54 80 > 1035 [ACK] Seg=1 Ack=247 Win=15544 Len=0
9 0.046572 227230222 E1T 2. 192.168.1.100 TCP 204 [TCP segment of a reassembled PDU]
10 ©.049240 207205112172 192.168.1.100 HTTP 312 HTTP/1.1 200 OK (text/html)
11 ©.049413 192.168.1.100 217.20.112.172 TCP 54 1035 > 80 [ACK] Seq=247 Ack=410 Win=63832 Len=0
12 ©.049535 192.168.1.100 217.20.112.172 TCP 54 1035 > 80 [FIN, ACK] Seq=247 Ack=410 Win=63832 Len=0
13 ©.049551 217.20.112.172 192.168.1.100 TCP 54 80 > 1035 [ACK] Seq=410 Ack=248 Win=15544 Len=0
14 ©.050424 192.168.1.%00 89.149.243.223 TCP 62 1036 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM=1
15 ©.066539 89.149.243.223 192.168.1.100 TCP 62 80 > 1036 [SYN, ACK] Seg=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK PERM=1
16 ©.066786 192.168.1.100 89.149.243.223 TCP 54 1036 > 80 [ACK] Seg=1 Ack=1 Win=64240 Len=0
17 ©.067044 192.168.1.100 89.149.243.223 HTTP 466 POST /statl.php HTTP/1.0
18 ©.067075 89.149.243.223 192.168.1.100 TCP 54 80 > 1036 [ACK] Sea=1 Ack=413 Win=15544 Len=0

+ Frame 4: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

+| Ethernet II, Src: 00:0c:29:87:a7:71 (00:0c:29:87:a7:71), Dst: 70:71:bc:dc:6b:de (70:71:bc:dc:6b:de)
+| Internet Protocol Version 4, Src: 192.168.1.100 (192.168.1.100), Dst: 217.20.112.172 (217.20.112.172)
+ Transmission Control Protocol, Src Port: 1035 (1635), Dst Port: 80 (80), Seq: ©, Len: ©

26 6.103416  192.168.1.100 4.2.2.2 DNS 68 Standard query A axabw.ru

27 0.103418 192.168.1.160 LR DNS 68 Standard query A axabw.ru ‘
28 1.104681 192.168.1.100 4.2.2.2 DNS 68 Standard query A axabw.ru

29 1.104695 192.168.1.160 4.2.2.2 DNS 68 Standard query A axabw.ru

30 1.560062 192.168.1.160 42202 DNS 87 Standard query PTR 223.243.149.89.in-addr.arpa

31 1.560071 192.168.1.1600 4.2.2.2 DNS 87 Standard query PTR 223.243.149.89.in-addr.arpa

32 2.105360 192.168.1.100 4525202 DNS 68 Standard query A axabw.ru

33 2.105375 192.168.1.100 4.2.2.2 DNS 68 Standard query A axabw.ru

~ ~ x Follow TCP Stream

Stream Content

POST /statl.php HTTP/1.0

Host: 89.149.243.223

User-Agent: Mozilla/4.0 (compatible. MSIE 8.0. Windows NT 5.1)
Accept-Encoding: gzip,deflate

Content-Length: 246
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File Options View Process Find Users Help

= 1System
Tinterrupts
=smss.exe

= @ winlogon.exe
=[services.exe
Elvmacthip.exe
=[Tsvchost.exe
Flwmiprvse.exe
Fsvchost.exe
=svchost.exe
% wuauclt.exe
FIsvchost.exe
Fsvchost.exe
Mspoolsv.exe
@vmtoolsd.exe
@WVMUpgradeHelper.exe
Malg.exe
Flisass.exe
= 3 explorer.exe
G VMwareTray.exe
GVMwareUser.exe
F1Zoomlt.exe
sy Tcpview.exe

0K

0K
168 K
1,444 K
6,780 K
1,584 K
576 K
2,948 K
2,344 K
1,664 K
14,400 K
6,436 K
1,256 K
1724 K
3,760 K
6,452 K
996 K
1,100 K
3,604 K
9,144 K
1,984 K
3,236 K
748 K
3,540 K

0.

Working ... Description

236 K
0 K Hardware Interrupts and DPCs
388 K Windows NT Session Manager
3,136 K Client Server Runtime Process
4,196 K Windows NT Logon Application
3,264 K Services and Controller app
2,396 K VMware Activation Helper
4,644 K Generic Host Process for Win32 Services
4,696 K WMI
4,084 K Generic Host Process for Win32 Services
20,236 K Generic Host Process for Win32 Services
6,568 K Automatic Updates
3,488 K Generic Host Process for Win32 Services
4,616 K Generic Host Process for Win32 Services
5,516 K Spooler SubSystem App
8,644 K VMware Tools Core Service
,904 K VMware virtual hardware upgrade helper applic...
,460 K Application Layer Gateway Service
1,256 K LSA Shell (Export Version)
15,012 K Windows Explorer
4,684 K VMware Tools tray application
8,096 K VMware Tools Service
2,636 K Sysinternals Screen Magnifier
1,168 K TCP/UDP endpoint viewer

0

192.168.1.100
192.168.1.100

0.

0

192.168.1.100

Company Name

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
VMware, Inc.
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
VMware, Inc.

VMware, Inc.
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
VMware, Inc.

VMware, Inc.
Sysinternals - www.sysinternals.c
Sysinternals - www.sysinternals.c

LISTENING
LISTENING

= WMPRV\»II_QE.EXE

192.168.1.100

89.149.243.223

LAST_ACK




File Entry Options User Help

© LS4 Providers Network Providers
Intemet Explorer Boot Execute
| Description ublisher ' Image Path
rosoftiWindows\CurrentVersioniRun
™ & VMware Tools VMware Tools tray application VMware, Inc. c:\program files\vmwarelvmware tools\vmwaretray.exe

) VMware User Process VMware Tools Service VMware, Inc. c:\program files\vmwarelvmware tools\vmwareuser.exe
# HKLMISOF TWARE\MicrosoftiActive Setuplinstalled Components
1 Address Book 6 Outlook Express Setup Library Microsoft Corporation c:\program filesloutlook expressisetup50.exe
[ 21 Microsoft Outlook Express 6 Outlook Express Setup Library Microsoft Corporation c:\program filesloutlook expressisetup50.exe

icrosoft Firewall 2.9 c: \doeuments and semngs\admlmstrator\applwatmn datalwmprwise.exe

% Registry Editor EEX
File Edit View Favorites Help

@] Outlook Express
& (3 Plus!
@ Protected Storage Sys!
(1 RAS Phonebook
(1 RegEdt32
(1 Schedule+
(1 search Assistant
{2 Security Center
- SystemCertificates
=10 Windows
= (1 Currentversion
@ Applets
Controls Folder
@ Explorer

@ D Settings
@ Shell Extension —

@ {1 Telephony
(L1 ThemeManage!
@ (] Themes
@ webcheck
] (23 winTrust ~
- &




& Application Data

File Edit View Favorites Tools Help

°Back = @ ¥ ﬁ psaarch %Folders

Address |[3) C:\Documents and Settings\Administratoriapplication Data

File and Folder Tasks @ @ Identities

En Rename this file
[ Move this file

Copy this file
€N Publish this file to the Web
2 it e o
K Delete this file SS KB

Process Hacker 2

@ Microsoft

desktop
Configuration Settings
10KB

Ikarus

Jiangmin
K7AntiVirus
Kaspersky

Kingsoft

McAfee
McAfee-GW-Edition
Microsoft

Norman

nProtect

Panda

Rising

Sophos
SUPERAnNtiSpyware

Symantec

Backdoor.Win32.Azbreg

Trojan-Dropper.Win32.Dapato.bswq
Win32.Malware.Generic.a.(kcloud)
PWS-Zbot.gen.amx
PWS-Zbot.gen.amx

Trojan:Win32/Nedsym.G

WQZ/T roj Generic.EPGYA

Trojan.Generic.KD.747453
TrjCLA

Troj/Zbot-CRY

20121008

20121007

20121008

20121008

20121008

20121008

20121008

20121008

20121008

20121008

20121008

20121007

20121008

20121005

20121008



File Entry

HEaLUXE

2 Piint Monitors
 Explorer () Scheduled Tasks

. Description
¥ HKLM\SOF TWARE\MicrosoftiWindows\CurrentVersioniRun
&) vMware Tools VMware Tools tray application
& VMware User Process VMware Tools Service
# HKLMISOF TWAREIMicrosoftiActive Setuplinstalled Components
™1 Address Book 6

Outlook Express Setup Library
1 Microsoft Outlook Express 6

Outlook Express Setup Library

s Microsoft Firewall 2.9

. LSA Providers

% Services .g Drivers

. Publisher

VMware, Inc.
VMware, Inc.

Microsoft Corporation
Microsoft Corporation

Network Providers

| Image Path

c:\program fileslvmwarelvmware toolsivmwaretray.exe
c:\program fileslvmwarelvmware toolsivmwareuser.exe

c:\program filesloutlook expressisetup50.exe
c:\program filesloutlook expressisetup50.exe

Autoruns

Are you sure you want to delete autorun of Microsoft Firewall 2,97




™= Application Data - |BIX]

File Edit VYiew Favorites Tools Help

GBack < @ v ﬁ | pSearch %Folders v

Address |[3) C:\Documents and SettingsiAdministratoriApplication Data

File and Folder Tasks @ @ Identities @ Microsoft

Em Rename this file

(3 Move this file 71 desktop
e Process Hacker 2 =4 Configuration Settings
Copy this file 10KB

€N Publish this file to the Wel
() E-mail this file Confirm File Delete

¥ Delete this file

Other Places

Administrator

(£} My Documents
[ Shared Documents
% My Computer

& My Network Places







Suspicious Network Activity

Packet capture shows suspicious activity from 192.168.1.100

87.964052  192.1§8.1.100 89.28.41.81 Tcp 62 1035 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM=1

97.974392  89.28.41.81 192.168.1.100 TCP 62 80 > 1035 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK PERM=1
10 7.974618 192.168.1.100 89.28.41.81 TCP 54 1035 > 80 [ACK] Seq=1 Ack=1 Win=64246 Len=0

117.976120  192.168.1.100 89.28.41.81 HTTP 303 POST /login/ HTTP/1.0 (application/x-www-form-urlencoded)

12 7.976147 89.28.41.81 192.168.1.100 TCP 54 80 > 1035 [ACK] Seq=1 Ack=256 Win=15544 Len=0

13 8.001536  89.28.41.81 192.168.1.100 TCP 204 [TCP segment of a reassembled PDU]

14 8.004385  89.28.41.81 192.168.1.100 HTTP 312 HTTP/1.1 200 0K (text/html)

15 8.004536 192.168.1.100 89.28.41.81 TCP 54 1035 > 80 [ACK] Seq=250 Ack=410 Win=63832 Len=0

16 8.004941  192.168.1.100 89.28.41.81 Tcp 54 1035 > 80 [FIN, ACK] Seq=250 Ack=410 Win=63832 Len=0

17 8.004964  89.28.41.81 192.168.1.100 TCP 54 80 > 1035 [ACK] Seq=410 Ack=251 Win=15544 Len=0

~ v x Follow TCP Stream

Stream Content

POST /login/ HTTP/1.0

Host: 89.28.41.81

Keep-AliIe: 300

Connectiun: keep-alive

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US)
Content-Type: application/x-www-form-urlencoded
Content-Length: 34

e
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Suspicious Process

Process explorer shows suspicious process on192.168.1.100

File Options View Process Find Users Help

CIEEEERIERN Y i L] L] 1

Process PID C.. Private.. Working.. Description Company Name
Sy stem Idle Process 0 59.... 0K 28K
= "1System 4 0K 236 K
Tlinterrupts nla 0K 0 K Hardware Interrupts and DPCs
=Fsmss.exe 584 168 K 388 K Windows NT Session Manager Microsoft Corporation
Fesrss.exe 632 1,444 K 3,124 K Client Server Runtime Process Microsoft Corporation
= f winlogon.exe 656 6,808 K 4,188 K Windows NT Logon Application Microsoft Corporation
=[Tservices.exe 700 1.35 1608K 3,304 K Services and Controller app Microsoft Corporation
[Tvmacthlp.exe 868 576 K 2,396 K VMware Activation Helper VMware, Inc.
=Msvchost.exe 880 2948 K 4,644 K Generic Host Process for Win32 Services Microsoft Corporation
Clwmiprvse.exe 1784 2344 K 4,696 K WMI Microsoft Corporation
Tsvchost.exe 964 1,668 K 4,088 K Generic Host Process for Win32 Services Microsoft Corporation
=Msvchost.exe 1052 14608 K 20,580 K Generic Host Process for Win32 Services Microsoft Corporation
B wuauclt.exe 1664 6,436 K 6,564 K Automatic Updates Microsoft Corporation
Fsvchost.exe 1104 1,196 K 3,428 K Generic Host Process for Win32 Services Microsoft Corporation
[Msvchost.exe 1144 1,752 K 4,632 K Generic Host Process for Win32 Services Microsoft Corporation
Fspoolsv.exe 1392 3,800 K 5,524 K Spooler SubSystem App Microsoft Corporation
vmtoolsd.exe 484 6,456 K 8,648 K VMware Tools Core Service VMware, Inc.
JVMUpgradeHelper.exe 900 996 K 3,904 K VMware virtual hardware upgrade helper applic... VMware, Inc.
Talg.exe 1888 1,100 K 3.460 K Application Layer Gateway Service Microsoft Corporation
[ TIpizdec.exe 256 712K 2,480 K ]
[lsass.exe 712 3,668 K 1,208 K LSA Shell (Export Version) Microsoft Corporation
= | explorer.exe 1900 135 9216 K 15,132 K Windows Explorer Microsoft Corporation
W VMwareTray.exe 180 1,984 K 4,684 K VMware Tools tray application VMware, Inc.
WVMwareUser.exe 200 3,248 K 8,104 K VMware Tools Service VMware, Inc.
ZIZoomlt.exe 228 748 K 2,636 K Sysinternals Screen Magnifier Sysinternals - www.sysinternals.co...
7 procexp.exe 1520 37... 6996 K 8,060 K Sysinternals Process Explorer Sysinternals - www.sysinternals.co...

——
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Persistence Mechanism

Malware runs as service which is set to auto-start

File Entry Options User Help

d 2 &
2 Print Monitors ¥ LSA Providers " Network Providers

& Eventhing | 24 Logon { Explorer @ Intemet Explorer ) Scheduled Tasks | 8 Sewvices | B3 Divers | [ Codecs | [ BootExecute | [ Image Hijacks %) Applnit %) KnownDLLs | @& Winlogon | & Winsock Providers
Autorun Entry Description Publisher Image Path
% HKLIM\ \CurrentControlSetiServices

™ pizdec N c:\windows\system32\drivers\pizdec.exe
> TPAutoConnSve TRINPTINE .print component for printi... TAINPTINt AG i ciprogram fileslvmwarelvmware tools\tpautoconnsvc.exe

22 TPVCGateway ThinPrint .print component that rece... ThinPrint AG c:\program fileslvmwarelvmware tools\tpvcgateway.exe

] VMTools Provides support for synchronizing ... VMware, Inc. c:\program files\vmwarelvmware tools\ Isd.exe

[¥] &l VMUpgradeHelper Virtual hardware upgrade helper ser... VMware, Inc. c:\program fileslvmwarelvmware tools\vmupgradehelper.exe

X VMware Physical Disk Helper Ser... Enables support for running virtual ... VMware, Inc. c:\program files\: mware tools\ hip.exe

[ &1 WMPNetworkSve Shares Windows Media Player librari... Microsoft Corporation c:\program files\windows media player\wmpnetwk.exe

- |Of X

icrosoft Windows XP [Uersion 5.1.26001] I
C> Copyright 1985-2001 Microsoft Corp.

:\Documents and Settings\Administrator>sc gc “pizdec"
[SC] GetServiceConfig SUCCESS

SERVICE_NAME: pizdec
TYPE 118 WIN32_OUWN_PROCESS <(interactive)
START_TYPE 2 AUTO_START

ERROD _COMT 1 4 MODMOT

BINARY _PATH_NAME C:\WINDOUWS\system32\drivers\pizdec.exe
LOAD—ORDER=GROUT =

TAG "}
DISPLAY _NAME : pizdec
DEPENDENCI ES -

SERVICE_START_NAME : LocalSystem

\Documents and Settings\Administrator>
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oprghdlr

raspppoe

p3 parport

raspptp raspti

Antivirus
Agnitum
AhnLab-V3
AntiVir
Antiy-AVL
Avast

AVG
BitDefender
ByteHero

CAT-QuickHeal

partmgr

parvdm

(]

rawwan

rdbss

rdpcdd

peiidex pemcia pentpeis

rdpdr rdpwd redbook

Result
Worm.Zwr!NoeqxUze2H8
Backdoor/Win32.Skill
TR/ATRAPS.Gen

Trojan/Win32.Scar.gen

Win32:Downloader-JED [Trj]

Delf AHXI

Gen:Variant.Zusy.Elzob.7405

Trojan.Dishigy.a

O2 8 8 8 8 B

pizdec portcls processt psched ptilink rasacd raslztp

rioBdry tiodry RMCast rndismp rootmdm scsiport sdbus

Update

20121114
20121115
20121115
20121115
20121115
20121115
20121115
20121107

20121115




i Registry Editor
File Edit View Favorites Help

Nla
Mpfs

(] NELmSsp
MEmsSve
ull
NwinkFlt
NwinkFwd
Parport

- PartMar

- Parvdm

: PCI
PCIDump
PClIde
Pcmcia

Mame

(Default)
E"] DisplayMName
@Evrovcantrol
@:] ImagePath
Eb] ObjectName

| Type

REG_SZ

REG_SZ
REG_DWORD
REG_EXPAND_SZ
REG_SZ
REG_DWORD
REG_DWORD

| Data
{value not set)
pizdec
0x00000001 (1)
CAWINDOWS\system32\driversipizdec.exe
LocalSystem
0x00000002 (2)
0x00000110 (272)

=1

L




™ drivers

File  Edit

File and Folder Tasks

&} Rename this file

[y Move this file

Copy this file

&) Publish this file to the Web
() E-mailthis file

W Delete this file

Other Places @

(= SRR

() My Documents
[ shared Documents
3 My Computer

&3 My Network Places

View Favorites  Tools

Help

oaack - Q- B2 ’ psaarch [ Folders

atmuni

crusoe
Flpydisk.
intelppm

=
mouclass
ndiswan
oprghdir

=

raspppoe

audstub battc

fltrMgr

ipfltdry

mountmar

netbios

raspptp raspti

beep bridge

dmboot

Ftdisk.

nic1394

bthport

dmload

gameenum

nikedry

rdpedd

CaptureFi
DMusic

am.dls gmreadme hidclass

pentpaiS

E

rdpwd redbook rioBdry

cdrom

cinemst2

dxgthk

E)

hidusb

ksecdd

E)

mssmbios

Ej

nwinkfwd

)

processt

=

RMCast

classpnp

es1371mp

med

mup

E

nwinkipx

psched

CmBatt

fastfat

i8042prt

rootmdm

compbatt

intelide

ndistapi

E

nwinkspx

)

rasacd

E

scsiport

raslietp







Suspicious Network Activity

Packet capture shows suspicious activity from 192.168.1.100

~ v x Capturing from ethl [Wireshark 1.6.5 (SVN Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B = e & : = Q vl O EHIR AT MY KO
Filter: ip.addr==192.168.1.100 && ip.addr==192.168.1.2 v Expression... Clear
No. Time Source Destination Protocol  Length Info
61 19.885083 192.168.1.100 192.168.1.2 Tcp 54 1026 > 80 [ACK] Seq=1 Ack=1 Win=64246 Len=0
62 19.885262 192.168.1.100 192.168.1.2 HTTP 296 POST /cgi-bin/Owpg4.cgi HTTP/1.1
6319.885278 192.168.1.2 192.168.1.100 Tcp 54 80 > 1026 [ACK] Seq=1 Ack=243 Win=15544 Len=0
65 19.898126  192.168.1.100 192.168.1.2 TP 62 1029 > 80 [SYN] Seq=0 Win=64246 Len=0 MSS=1460 SACK PERM=1
66 19.898278  192.168.1.2 192.168.1.100 Tcp 6280 > 1029 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK PERM=1
67 19.898349  192.168.1.100 192.168.1.2 Tcp 54 1029 > 80 [ACK] Seq=1 Ack=1 Win=64246 Len=0
68 19.898498  192.168.1.100 192.168.1.2 x HTTP 134 GET /zb/Timesvc.dll HTTP/1.0
69 19.898514  192.168.1.2 192.168.1.100 Tce 54 80 > 1029 [ACK] Seq=1 Ack=81 Win=14600 Len=0
71 19.904547  192.168.1.2 192.168.1.100 Tce 204 [TCP segment of a reassembled PDU]
72 19.907594  192.168.1.2 192.168.1.100 HTTP 312 HTTP/1.1 260 OK (text/html)
73 19.907771  192.168.1.100 192.168.1.2 TCP 54 1026 > 80 [ACK] Seq=243 Ack=410 Win=63832 Len=0

+| Frame 59: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

+| Ethernet II, Src: 00:0c:29:87:a7:71 (80:0c:29:87:a7:71), Dst: 70:71:bc:dc:6b:de (70:71:bc:dc:6b:de)
+| Internet Protocol Version 4, Src: 192.168.1.100 (192.168.1.100), Dst: 192.168.1.2 (192.168.1.2)

+ Transmission Control Protocol, Src Port: 1026 (1026), Dst Port: 80 (86), Seq: @, Len: @

Follow TCP Stream

Stream Content
GET J/zb/Timesvc.dll HTTP/1.0 x Follow TCP Stream

Host: www.macfeeresponse.org
Pragma: no-cache

HTTP/1.1 200 OK POST /cgi-bin/Owpg4.cgi HTTP/1.1

Stream Content

Server: INetSim HTTP Server Host: \-nI*.-/.yellox-/paperofindia.com
Connection: Close -~ .

Content-Length: 258 Content<iength: 133

Content-Type: text/html Pragma: no-cache

Date: Wed, 12 Dec 2012 16:03:47 GMT

/
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TCPView - Sysinternals: www.sysinternals.com

E
File Options Process View Help

X

0.0.0.0
0.0.0.0

0.0.0.0 LISTENING
192.168.1.100

127.0.0.1

LISTENING
LISTENING

192.168.1.100

Sysinternal




Persistence Mechanism

Malware installs a service DLL under the “netsvcs” svchost group

File Entry Options User Help

d 2 2
2 Print Monitors ¥ LSA Providers & Network Providers
O Eventhing | 2 Logon { Explorer | @ Intemet Explorer %) Schedued Tasks | 8 Sewvices | & Diivers | [0 Codecs | [ BootExecute | [ Image Hiacks %) Applnit %) KnownDLLs | @ Winlogon | & Winsock Providers
Autorun Entry Description Publisher Image Path
# HKLM\Sy \CurrentC ISet\Services
[T & Timesve c:\windows\system32\timesvec.dIl
M &8 TPAutoConnSve TRINPrint .print component for printi... ThINPriNt AG cilprogram fileslvmwarelvmware tools\tpautoconnsvc.exe
[ 22 TPVCGateway ThinPrint .print component that rece... ThinPrint AG c:\program files\vmwarelvmware tools\tpvcgateway.exe
[ & VMTools Provides support for synchronizing ... VMware, Inc. c:\program files\vmwarelvmware tools\vmtoolsd.exe
[ G VMUpgradeH({per Virtual hardware upgrade helper ser... VMware, Inc. c:\program files\vmwarelvmware tools\vmupgradehelper.exe

[ 1 VMware Physical Disk Helper Ser...

[ 1 WMPNetworkSve

Enables support for running virtual

Shares Windows Media Player librari...

:\Documents and Settings\Administrator)sc gc "timesvc"

[SC] GetServiceConfig SUCCESS

BERVICE_NAME: timesvc
TYPE

START_TYPE
ERROR_CONTRAL,

BINARY _PATH_NAME
LOND=CRDER=GROLT
TAG

DISPLAY_NAME

DEPENDENCIES
SERVICE_START _NAME

120

2 AUTO_START
1 NORMAT,

VMware, Inc.

Microsoft Corporation

WIN32_SHARE_PROCESS (interactive)

C:\WINDOWS\system32\svuchost.exe -k netsvcs

Windows Time Service Management Instrumentation

LocalSystem

c:\program fil m hip.exe
c:\program files\windows media playerlwmpnetwk.exe

relvmware

" Registry Editor
File Edit

View Favorites Help

(] stisvc ~
(] swenum

(] swmidi

(L3 SwPrv

(1 sym_hi

(] sym_u3

(] symc810

(] symc8xx

(] sysaudio

(1 SysmonLog

(] TapiSrv

(2 Tepip

(] TDPIPE

(3 ToTCP

%] TermDD

+ (] TermService

Themes

MName Data

[2b]{Default)

| ? ServiceDIl

Type
REG_SZ
REG_EXPAND_SZ

(value not set)

%SystemRoot %\ System32\ Timesvc. dil I

S e S S I S e S

=]parameters

| Security
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= Sedrcn Kesuirs

File Edit View Favorites Tools

Search Companion

There was one file found. Is
it what you wanted?

Yes, finished searching

Yes, but make future
searches faster

No, refine this search and...

Chanage file name or
ords

Look in more locations

Change whether hidden and
system files are included

- Start a new search

Help

(= J(EUA]

32KB  Application Extension

Ikarus

Jiangmin
K7AntiVirus
Kaspersky
Kingsoft

McAfee
McAfee-GW-Edition

Microsoft

a variant of Win32/TrojanDownloader.Agent NVS
W32/Backdoor2.CDOC

Trojan.Agent.AJKV

W32/Agent ADPVir

Trojan.Agent AJKV

Trojan-Dropper.Agent

Backdoor/Agent.bgjo

Backdoor
3

Backdoor.Win32.Agent.odf
Win32.Hack.PcClient.al.(kcloud)

Enfal

20121115

20121116

20121116

20121116

20121116

20121116

20121116

20121116

20121115

20121116

20121112

20121116

20121116

20121116




Registry Editor

File Edit View Favorites Help

(] stisve

& @ swenum REG_S2 (value not set)
(3 swmidi

& i REG_SZ Windows Time Service Management Instrumentation
g“& SWP"I:' REG_DWORD 0x00000001 (1)
g REG_EXPAND_SZ

=]

YsSystemRoot%\system32|svchost.exe -k netsves
REG_S5Z LocalSystem
e o) REG_DWORD 0x00000002 (2)

G REG_DWORD 0x00000120 (288)
SysmonLog

{2 Tapisry
2 Tepip

{2 TOPIPE
{2 ToTCP

{2 TermService
(0

{13 TPAUtoConnSve
(] TPVCGateway

Confirm Key Delete

& Are you sure you want to delete this key and all of its subkeys?

=
3 ues [ vl |
@ (1 usheegp
(] usbehci
(] usbhub
(1 usbuhci
@ (] Vgasave
23 vialde
(3 vmci
@ (] vmdebug




8 Search Results =] ‘5
File Edit View Favorites >

Qui- © &

ddress @ Search Results

Search Companion X Name . In Folder [ Size: | Type
&) Timesve, dil CAWINDOWS)\system32 32KB Application Extension

There was one file found. 4 :
it what you wanted? Confirm File Delete

Yes, finished searching

Yes, but make Future
searches faster

% Are you sure you want to delete ‘Timesve.dll'?

No, refine this search and..

Change file name or
keywords

Look in more locations

Change whether hidden and
system files are included

- Start anew search







Suspicious Network Activi

Packet capture shows suspicious activity from 192.168.1.100

6 1.673664 2.168.1.100

74 Standard query A scfzf.xicp.net

7 1.702733 2% 2 'DNS 90 Standard query response A 192.168.1.2

81.708565  192.168.1.100 192.168.1. TP 62 mxxrlogin > http [SYN] Seq=@ Win=64240 Len=@ MSS=146@ SACK PERM=1
91.715264 192.168.1.2 X 192.168.1.100 TCP 62 http > mxxrlogin [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK PERM=1
10 1.721027  192.168.1.100 192.168.1.2 TCP 54 mxxrlogin > http [ACK] Seq=1 Ack=1 Win=64240 Len=0

111.721632  192.168.1.100 192.168.1.2 HTTP 181 POST / HTTP/1.1

12 1.721649  192.168.1.2 192.168.1.100 TCP 54 http > mxxrlogin [ACK] Seq=1 Ack=128 Win=14660 Len=@

13 1.742372  192.168.1.2 192.168.1.100 TCP 204 [TCP segment of a reassembled PDU]

14 1.742917  MurataMa_50:89:@c Vmware 87:a7:71 ARP 60 192.168.1.2 is at 04:46:65:50:89:0C

151.745258 | 192.168.1.2 1192.168.1.100 HTTP 312 HTTP/1.1 200 OK (text/html)

16 1.745382  192.168.1.100 192.168.1.2 TcP

54 mxxrlogin > http [ACK] Sea=128 Ack=410 Win=63832 Len=0

Frame 6: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, Src: Vmware 87:a7:71 (00:0c:29:87:a7:71), Dst: Pegatron dc:6b:de (76:71:bc:dc:6b:de)
Internet Protocol Version 4, Src: 192.168.1.100 (192.168.1.100), Dst: 4.2.2.2 (4.2.2.2)

User Datagram Protocol, Src Port: 56316 (56316), Dst Port: domain (53)

Domain Name System (query)

+ 1+ [+ ]+

% Follow TCP Stream
Stream Content

[POST / HTTP/1.1

Host: pcfzf.xicp.net
[Content-Length: ©
|Connection: Keep-Alive
|Pragma: no-cache
[Cache-Control: no-cache

HTTP/1.1 200 OK

|Server: INetSim HTTP Server
|Connection: Close

(Content-Length: 258

|Content-Type: text/html

ﬁDate: Mon, 10 Dec 2012 16:52:03 GMT
||

e ——————————
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File Options Process View Help

Suspicious Process Activity

Shows iexplore.exe making connections on port 80 (even though iexplore.exe was not run

[
B PID Protocol Local Address Local Port Remote Address Remote Port State SentPac... Sen
exe 1288 TICP 1270041 1028 0000 Il 1
712 UDR. 0.0.0.0 500 . .
Mlisass.exe 712 UDP 0.0.0.0 4500 * *
M svchost.exe 964 TCP 0.0.0.0 135 0.0.0.0 0 LISTENING
M svchost.exe 1052 UDP 192.168.1.100 123 * *
M svchost.exe 1052 UDP 127.0.0.1 1033 ! 2
M svchost.exe 1144 UDP 192.168.1.100 1900 * *
Flsvchost.exe 1052 UDP 127.0.0.1 123 * A
Flsvchost.exe 1144 UDP 127.0.0.1 1900 * *
TISystem 4 TCP 0.0.0.0 445 0.0.0.0 0 LISTENING
“ISystem 4 TCP 192.168.1.100 139 0.0.0.0 0 LISTENING
“ISystem 4 UDP 192.168.1.100 137 - g
“ISystem 4 UDP 0.0.0.0 445 * *
“ISystem 4 UDP 192.168.1.100 138 * *
File Options View Process Find Users Help
@8 EEEE F X 8 LL: X I 4 Y Y
Process PID C... Private.. Working .. Description Company Name
mlSystem IdleProcess___________01%..___OK 28k |
=1 System 4 oK 236 K
Tlinterrupts nla <0... 0K 0 K Hardware Interrupts and DPCs
=[Tsmss.exe 584 168 K 388 K Windows NT Session Manager Microsoft Corporation
Flcsrss.exe 632 1,448 K 3,136 K Client Server Runtime Process Microsoft Corporation
= @ winlogon.exe 656 6,972 K 4,704 K Windows NT Logon Application Microsoft Corporation
=[Tservices.exe 700 1,608 K 3,284 K Services and Controller app Microsoft Corporation
Tvmacthlp.exe 868 576 K 2,396 K VMware Activation Helper VMware, Inc.
= [T svchost.exe 880 2948 K 4,644 K Generic Host Process for Win32 Services Microsoft Corporation
Clwmiprvse.exe 1132 2,368 K 4,764 K WMI Microsoft Corporation
Msvchost.exe 964 1672 K 4,092 K Generic Host Process for Win32 Services Microsoft Corporation
=[Tsvchost.exe 1052 15,640 K 22,356 K Generic Host Process for Win32 Services Microsoft Corporation
% wuauclt.exe 1664 6,436 K 6,564 K Automatic Updates Microsoft Corporation
Tsvchost.exe 1104 1,252 K 3,480 K Generic Host Process for Win32 Services Microsoft Corporation
Fsvchost.exe 1144 1,724 K 4,616 K Generic Host Process for Win32 Services Microsoft Corporation
Mspoolsv.exe 1392 3,796 K 5,520 K Spooler SubSystem App Microsoft Corporation
Zvmtoolsd.exe 484 6,456 K 8,640 K VMware Tools Core Service VMware, Inc.
WVMUpgradeHelper.exe 900 996 K 3,904 K VMware virtual hardware upgrade helper applic... VMware, Inc.
Malg.exe 1888 1,100 K 3,460 K Application Layer Gateway Service Microsoft Corporation
Tlisass.exe 712 36 xnort Version) Microsoft Corporation
I EIEXPLORE.EXE 128 1,588 K 4,100 K Internet Explorer Microsoft Corporation |
= Y explorer-exe T900 Y088 K TS5, n
i VMwareTray.exe 180 1,984 K 4,684 K VMware Tools tray application VMware, Inc.
W VMwareUser.exe 200 3,236 K 8,096 K VMware Tools Service VMware, Inc.
FZoomit.exe 228 748 K 2,636 K Sysinternals Screen Magnifier Sysinternals - www.sysinternals.co...
sy Tcpview.exe 448 3512K 1,172 K TCPIUDP endpoint viewer Sysinternals - www.sysinternals.co...
27 procexp.exe 1196 7692 K 9,728 K Sysinternals Process Explorer Sysinternals - www.sysinternals.co...

www.SecurityXploded.com




{23 MCI Extensions
-3 McI32
{23 Midimap

{2 ModuleCompatibility

(1 Network
(1 NetworkCards.
& (20 OpenGLOrivers
(2 Perflib
(1 PerHwldstorage
(1 Ports
{2 Prefetcher
- Print
(1 ProfileList
related.desc
(1] SeCEdit
& (3 setup
=

@ IntemetExplorer | (4 Scheduled Tasks
. Description

REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_DWORD

[aB) TransmissionRetryTimeout
|USERProcessHandleQuota

| Publisher

Boot Execute

Image Path

0x00002710 (10000)
yes

90
0x00002710 (10000)

AT — [ corce |

Process
procexp.exe
VMwareTray.exe
VMwareUser.exe
Zoomlt.exe
vmtoolsd.exe
winlogon.exe
services.exe
Isass.exe
vmacthip.exe
svchost.exe
svchost.exe
VMUpgradeHelper.exe
svchost.exe
svchost.exe
svchost.exe
IEXPLORE.EXE
wmiprvse.exe
spoolsv.exe
wmiprvse.exe

ala.exe
21 matching items.

+Ty... Name

DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL
DLL

C:\WINDOWS\system32\zsyhide.dll

C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWSl\system32\zsyhide.dll
C:\WINDOWSl\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWSl\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWSl\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WINDOWS\system32\zsyhide.dll
C:\WWINDOWS\svstem32\zsvhide.dll




#-(_] Terminal Server
{1 Time Zones
@ Tracing
: g L‘;Z;:s::‘f::}fzﬁvers \WINDOWSisystem3z|zsydl.di

. _ mpersonate R DWORD UxUUoUooog ¢y
‘Windows sie]Tmp =

~ ey [aB)shutdown REG_SZ DoShutdown
(1 Credentials E"]Startup REG_SZ DoStartup

£ @ GPExtensions
=] Notify
(11 crypt3zchain
@ cryptnet
csedll
dimsntfy
ScCertProp
(1] Schedule 3
sclgntfy ®5 Process Explorer Search

(1] SensLogn
Handle or DLL substring: | 2sydll.dl

Process ~+ Ty.. Name |
winlogon.exe 656 DLL C:\WINDOWSlsystem32izsydll.dll
@8 WhaEvents , IEXPLORE.EXE 18.. DLL C:\WINDOWS\system32\zsydiIl.dll

{3 wuoF
(1 Windows Portable Devices
(1] Windows Script Host
(1] Windows Scripting Host
(0 wacsve

& L]
My CompfterlHKEY_LOCAL_MACHINE\SOFTWARE|Microsoftiindows NT\CurrentyersionWinlogontiotflzsydl ] |




File Upload

zsydll.dll 29.0KB 22:21

& Recently Used zsyhide.dll '11.0KB 22:21

Detection ratio: ‘10 /44

Analysis date: ~ 2012-11-29 18:47:19 UTC ( 1 week, 3 days ago )
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Jump to Folder.
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Registry Editor
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Search Companion

Size  Type | Date Modified

CHAWINDOWS\system32 29KB Application Extension  12/10/2012 10:22 PM
%) zsyhide.dl CAWINDOWS)system3z

11 KB Application Extension  12/10{2012 10:22 PM

There were 2 files found.
Did you find what you
wanted?

Yes, finished searching

Yes, but make Future
searches faster

No, refine this search and...

Change file name or
keywords

Confirm File Delete

Are you sure you want to delete 'zsydll.dlI'?

Look in more locations.
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There were 2 files found.
Did you find what you
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Yes, finished searching

Yes, but make Future
searches faster
No, refine this search and...

Change file name or
keywords

Confirm File Delete

Look in more locations
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Reference

Complete Reference Guide for Advanced Malware Analysis Training
[Include links for all the Demos & Tools]

www.SecurityXploded.com
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